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Anyone out there understands Chinese more reliably than 
Google Translate does, and cares to translate the entire 
below text? It was posted in 2008 on a Chinese internet 
forum and is reported to be a manual on how recognizing a 
spy, entitled “China Folk Counterespionage Manual”. China 
has recently adopted new counterespionage legislation, 
which is the context/frame in which said report discusses 
this manual. The Chinese populist news paper Global 
Times spent attention on this topic on September 18th 
2014: 

Be wary of espionage trap surrounding us 

(Global Times) 08:37, September 18, 2014 

According to foreign media outlets, Ma Jisheng, who 
served as Chinese ambassador to Iceland, was 
allegedly arrested by the Ministry of State Security 
earlier this year on suspicion of passing intelligence 
to Japan. In recent years, we have frequently 
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witnessed vicious incidents where top Chinese 
diplomats, military officers and senior research 
fellows of think tanks have been involved in 
espionage and selling intelligence. If Ma is confirmed 
to be involved in this case, that will be startling news. 

China has become one of the most powerful 
strategic competitors with incredible strength, rapid 
development and a self-contained decision-making 
mechanism, which has made it a key target of the 
world’s major intelligence agencies. Meanwhile, 
given the relatively low vigilance in Chinese society, 
authorities have failed to effectively convey their 
judgments and understandings to the public. Among 
the high-risk groups easily eyed by overseas 
intelligence services, some lack both sufficient 
knowledge in this regard and a capacity of 
discernment. 

There have been no contemporary spy dramas 
made in China for a long time, as directors will find it 
hard to acquire materials, and even if they do, such 
screenplays would not gain approval. Therefore 
literary creation in this area seems like a forbidden 
zone, despite continuous information warfare. 

Plus, there are few news stories involving espionage 
and Chinese officials. A number of major cases that 
startled the Chinese elite were not released to the 
public through the media. In actuality, reporting such 
incidents will educate many people by letting them 
know how close those manipulators of overseas 
intelligence agencies are to us. 

Officials and scholars accused of espionage did not 
fall into the trap overnight. Most of them developed 
distorted values and indulged themselves, hankering 
after cash and a life of luxury, so they were easily 
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targeted by foreign intelligence services. They were 
treated to dinners and offered gifts, which gradually 
induced them to sell national intelligence. 

Owing to a lack of public education in this field, 
ordinary Chinese have a quite shallow 
understanding of espionage. 

Some people feel that everything is secret and 
become panicked about contact with foreigners, 
while others are adverse to rules on classified 
information and regard certain necessary measures 
as formalism. 

Although information warfare is a common 
phenomenon around the world and almost every big 
power has once been mired in espionage cases, 
China has obviously suffered more losses in recent 
years. Ma Jisheng is not the first top diplomat caught 
for spying. 

With advanced technologies in the modern era, there 
is an increasing possibility that those selling 
intelligence will be caught. And all the potential high- 
risk groups should recognize this point, which may 
help them refrain from selling information when they 
are about to cross the red line. 

If it is confirmed that Ma has been caught, we hope 
that his story will one day appear on media to serve 
as a warning for others. 

Globaltimes.cn also published the following infographic: 
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Here is the manual (NEEDED: full translation Chinese- 
>English): 
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<— Notes on Lawful Interception: Dutch Minister of Defense 

selections from “Intelligence seeks to replace submarines by 
Support Systems” (2005, 2025 — ► 

Hoffmann and Terplan) 



2 thoughts on ““China Folk Counterespionage Manual” 
(NEEDED: full translation Chinese->English)” 




th3hacker says: 

2014/11/04 at 10:17 

Here is my translation. I didnt try google translare so 
hopefully it is better. 



Chinese anti-spyware incomplete manual: a lot of 
content inside is not only useful for students, for 
domestic users is also very useful. A spy to do? 
Second, anti-China forces who will become a spy? 
Third, the real life instigation / disinformation class spy 
performance 

four instigation / disinformation class performance on 
a network of spies 

five, were by faith, the line instigation of the real fake 
Christians Spy (omitted) 
six primary occupation spy pull people the initial 
recognition (omitted) 

VII summarizes pervasive intelligence work, 
intelligence officers in fact haunt around us, they look 
absolutely unlike JamesBond so cool, they are in fact 
no different from your friends - maybe your friends 
there are intelligence officers. A good intelligence 
officer, must be low-key, it must be able to mingle with 
the masses, it must be so that you will not even want 
to think of this talent - in a word, thrown into the 
crowd you are absolutely not to be found . These 
ordinary intelligence officers, but for their own 
purposes, doing publicity work silently or various 
political groups. A spy to do? Narrow intelligence 
officers are serving a particular political group some 
special people, their nature of work, work content also 
varies. Usual “spy” within the meaning of the word, 
but part of it. Below, we take a look at the general 
intelligence personnel at home and abroad we can 
encounter, in general, what tasks. 1, spying. This is 
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one of the oldest work of intelligence officers. The 
purpose of this work is to take the initiative to the 
enemy’s military or political secret spying, take tactical 
or strategic counter-measures for our decision- 
making basis. More common is a spy camera in the 
vicinity of military bases, and the development of fifth 
column to obtain secret information from spies inside 
the enemy’s military and political institutions. 

2, the analysis. 

If spying is to take the initiative to gather information, 
analyze it is passively collect information. Such as 
newspapers and magazines devoted to the analysis 
above, foreign civilian political and economic 
information (intelligence analyst), and sitting in a 
nearby restaurant for dinner military research institute 
regulars (dinner while listening to the researchers 
developed the latest weapon inadvertently disclose 
information). In fact, not necessarily professional 
intelligence officers to do such a thing, many civilians 
also have amazing talent in this area, for example, a 
few months before Hitler’s Blitzkrieg in Poland, 

Germany, on a civilian analyzed according to the 
public a few years to collect newspapers and 
magazines Hitler’s Blitzkrieg in Poland all the 
operational plan, and even time, preparation, 
campaign details are presumably pretty close. He 
published the results of the analysis, causing Hitler 
shock and angry, so he sent the Gestapo soon be 
assassinated. Hitler had to re-adjust the battle plan, 
however, excessive leakage is difficult to fully meet 
the sudden war. Fortunately, the Polish domestic 
Jehovah’s Witnesses (cult) multi obstruct the Polish 
people to resist Hitler did not encounter too much 
trouble in Poland during the blitz. 

3, stolen. 

Spyware has existed since ancient task. Generally 
use technical means to obtain technical drawings, 
data, images, sound recordings and other information 
about the enemy’s secrets, and stealing some of the 
other technical devices (such as special alloy 
fragments, chips, missile guidance devices and other 
components, and even entire fighters). 
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4, instigation. 

This is also one of the oldest intelligence tasks. As the 
name suggests, is subverted by means of a variety of 
psychological warfare, the transformation from the 
ideological enemy personnel for our personnel, thus 
weakening the enemy forces, and enhance our 
strength. Enemy personnel being subverted, often we 
can continue to develop into a spy, or for us to 
provide exceptional technical capabilities, in order to 
maximize the effect of making the intelligence work. 

This is the “peaceful evolution” of the core, is a 
“forfeit” in merit. 

5, disinformation. 

Since the broad sense of the people from the relative 
lack of specialized knowledge and ability to identify, 
prone to believe some of what they want to believe in 
something, so intelligence officers with disinformation 
way, you can draw the masses to support one’s own 
political groups, political groups opposed to the 
enemy . To weaken public opinion hostile political 
groups, political groups hostile to the ruling has 
caused great difficulties caused unrest within the 
scope of the jurisdiction of the enemy regime, and so 
on. Similarly, rumors can also be used to attack 
enemy individuals, in order to discredit their 
reputation. 

6, delivery. 

This is a kind of special intelligence officers, they do 
not act alone, their task is to information and 
intelligence between the front and rear of intelligence 
and secret headquarters for effective delivery. 

Second, anti-China forces who will become a spy? 

Chinese people have to face, basically all the spy anti- 
China forces. Therefore, the following discussion we 
will be confined to anti-China forces. 

Each country has different Western anti-China forces, 
they have different genres in which the largest US 
anti-China forces, experience the most seasoned, 
forces are the greatest. In Western Europe (former 
NATO), the basic approach and the US anti-China 
forces are stray much, so the following discussion 
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only the US anti-China forces. 

US anti-China forces can be divided into levels of 
government and civil society level. 

Folk level which includes the infamous wheels, and 
other pro-democracy movement, because of its own 
problems and not get the upper hand. 

However, government-led intelligence work, but it is 
very hard, quite good results. US intelligence 
agencies, foreign mainly CIA, mainly internal FBI. 

Where the CIA with particular emphasis on students in 
intelligence work. After decades of practice summary, 

CIA has formed a set of effective methods of 
recruiting foreign spies development. Can be summed 
up in four letters: MICE. (Plural of mouse?) 

M = money, ie money. This is actually nothing to say, 
many people money eyes, to milk a mother. 

I = ideology, ideology. This is very useful during the 
Cold War, the Communist Party of those who dislike 
the extreme socialist route after their frustration, often 
under the anti-China forces “freedom”, “democracy” 
under the banner of incitement, anti-China forces take 
the initiative to seek refuge, to act as their lackeys. 

C ie individual performance. For example, CIA will tell 
you, you give them as a spy, you can become a star 
007 so sought after by the people; you give them as a 
spy, you can achieve the highest value of life, and so 
on. 

E That moral pressure, is a common use of sex or 
economic issues to the introduction of bait, 

Zhuadaobabing, then in order to blackmail the man 
himself as a spy. 

The CIA’s “mouse” method, described as time-tested. 

Therefore, in line with any one of these four very 
significant people, are likely to be the anti-China 
forces in the United States to become a spy. For 
example: 

Money eyes who Xiaojiannaodai also enjoy the luxury 
of capitalism erosion life of the people. 

Those such as Andrei Chang This “on communism no 
interest,” anti-anti-communist who hated the 
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Communist Party. 

Those personal achievement motivation is extremely 
strong, especially people who want to get peoples 
attention. 

There is the matter of those corrupt officials, as well 
as personal life style of the person in question. 

Thus, if you find someone particularly interested in 
politics, their political tendencies of anti-anti- 
communist, but also with the top four in any one (or a 
few), we should pay attention to the height. Such a 
person is likely not his hot-headed, not that they really 
want cynical, but for anti-China groups and their lives. 

Third, the real life instigation / disinformation class spy 
performance 

In real life, these students come to us more anti-China 
forces spy, usually appears as a student, so for those 
of us ordinary student, no doubt, have a greater 
affinity, also avoid our vigilance and prevention . 

1 , Taiwan CIA sent a “professional student” 

According to the Chinese National Security Bureau, 

Taiwan students studying in Europe, one out of every 
five is the economic support of the instigation class 
directly from Taiwan CIA spy, this is an internal 
Taiwanese government regulations. So in the middle 
of Taiwan students have such a noun: Occupational 
students. These students are learning in the university 
as a career, they just keep reading, you can get paid 
a lot of money from the CIA (of course, it is not usually 
let a friend know). Their task has only two: 1 , 
instigation mainland students; 2, to prevent people 
from the mainland to Taiwan students were 
instigation. CIA of these “career student” 
requirements, delaying graduation is possible, a lot of 
Taiwanese students organized activities, a lot of 
contact with people from the mainland. 

Based on these characteristics, we can conclude that 
the recognition of these Taiwanese spy instigation 
class: 

(1) hold a distinct anti-communist stance, it is possible 
to support Taiwan independence stance, often 
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expressed political stance 

(2) Long-term non-graduation 

(3) do not learn, social activities and more, often 
organize social activities 

(4) intentionally delaying graduation time 

(5) frequent contact with the people of Taiwan / 
mainland 

(6) do not need to work, the economic conditions are 
very well-off 

(7) not to go abroad to their families (because they 
are watching the government do “hostage” to prevent 
spies defection. At least before so I do not know now 
whether under the “democratic aspirations” And this 
one) 

Among them, 6 and 7, the two spies to explain if not, 
that is conflicting. If the family economic conditions 
are good, no work, then his family is too general a 
very high propensity to travel to visit relatives; if the 
family economic condition is not good, the family had 
no money to travel abroad, you certainly need to work 
to survive. This is Taiwan’s “career student” a major 
weakness lies. 

Pay particular attention to the fact that Taiwan are fed 
by the CIA spy, not necessarily all Taiwanese, there 
are many students were instigation of the continent, 
they are basically in line with the above 1-6. 

Some spy for some reason to do it again, this time will 
be the CIA threatened. Of course, virtually impossible 
to make under normal circumstances the CIA how 
bad things to their families, after the exit procedures 
at most, is when the card out. However, the CIA 
stopped wage is yes. I really have seen some tragic 
days of Taiwan’s “career student” wash its hands 
after. Generally such a spy suddenly encountered a 
very serious economic difficulties (it is unclear 
whether the CIA would prevent their Taiwanese 
families to give them money), whereby the migrant 
workers and so on. In the student visa full 10 years 
later, can not continue to sign the extension (student 
visa regulations in many European countries can only 
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give 10 years) - If the spy effectiveness of good 
words, the CIA will try to allow him to continue service, 
visa will there is not a problem. If you find your friend 
in such a situation, to be particularly careful. 

2, students working for the US or European anti-China 
forces spy. 

Ginger or the old lady, US intelligence work long 
history and rich experience, strong CIA than Taiwan 
does not know how many times. So, you want to have 
so few relatively simple unified criterion, but also very 
difficult, even as for more precise inferences are not 
easy. We can only work under long-term intelligence 
law summed up the experience, roughly inferred from 
the side. 

(1) cynical. 

This thing is for sure, if they want to carry out social 
and political instigation, anti-anti-communist, must be 
cynical, otherwise it is impossible to create social 
influence. As mentioned above, they blindly attack 
specific performance is not intended to abuse China 
and the Communist Party of rational solutions 
proposed, does not intend to participate in the 
construction of the motherland’s cause. 

(2) Chong Mei Mei mood was fear. 

Anything, the US view is always right, something 
similar with China, even if no problems have eggs 
inside the bones out of the criticism. 

(3) economic conditions. 

Chinese students in general are relatively poor (those 
who corrupt the children of course is another matter), 
study abroad generally have to rely on scholarships or 
work to live. If you find one of your friends, spending 
his income was significantly higher than the next 
plane, you have to be careful. Financial assistance 
given by the intelligence services, general quite 
generous, ranging from a few hundred a month, as 
many thousands of dollars. And, if you find your 
friends on the issue of income to different people 
have different versions, also need to be especially 
careful. 
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(4) social circles relatively independent. 

General intelligence agencies will be required to 
maintain a certain distance from the grassroots spy 
with his friends, even if there is “close friend” on 
several surfaces, it is only used for screening. Careful 
observation can be found between these spies remain 
with their “buddy” a considerable distance, such as a 
close friend of the home say easily invite guest, hardly 
participate in the activities of a close friend of the 
larger organization, nor with a close friend and his 
Other social circle in the middle of a friend to join in 
the activities, know each other. All in all, that he tries 
to keep a few social circle between isolation. 

(5) The typical American logic: “profoundly radical 
than mediocre overall.” 

American history under such extreme philosophy, 
born out of generations of extreme masters, such as 
Sigmund Freud, Tianjin and other cloth Geis. 

However, since it is extreme, it is far from 
comprehensive, although the speech is very shocking, 
but definitely does not represent the truth. 

(6) remarks clearly incompatible with their 
professional training. 

Generally speaking, liberal arts students than science 
students easily subverted, engineering students are 
instigation of great uncertainty (depending on different 
major big difference). 

Students in science students, there is strong 
uncertainty, the future is more optimistic on job 
prospects abroad (such as biological, chemical) 
students, instigation up, than required to observe 
strict logic and facts, not so optimistic about the 
prospects for future work (such as mathematics 
physical), is relatively easy. 

If you find a brilliant student of mathematics or physics 
in remarks logic actually poor, do not pay attention to 
the fact that blind faith in the United States fear the 
United States, which with his professional training 
background of conflict, there must be hidden reason 
behind it. This also can be roughly inferred for some 
people. 
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(7) obviously too few original ideas, a lot of ideas and 
arguments cited methods of others, even language 
form. 

These are subverted spy said speech, although the 
specific interpretation of the above can own play, but 
the basic form of the claims and arguments in general 
or even directly by the family guidance OK. In fact, 
this is not the intelligence agencies of the initiative, but 
the ancient cult of the usual means, that the cult 
headquarters to train missionaries to teach them how 
to distort religious classics, with specious sophistry 
methods to win hearts and minds. So far, where we 
can clearly see that this strategy from the Jehovah’s 
Witnesses, Eastern Lightning and ** successful. Apply 
it to the top political views, because of study abroad 
students overall cognitive level is relatively high, if 
interested in politics, should have their own point of 
view (or is completely apolitical, such people rarely 
talk about politics in general) Therefore, their views 
significantly less than normal, but a lot of ideas and 
arguments cited methods of others, even the specific 
language forms are familiar, this is a more obvious 
sign of manipulation by the house. Language features 
typical example, Chai Ling represented “democracy 
movement” type, with representatives of other human 
** “FL power” type, and so on. 

(8) China’s deliberately distorting the facts, the 
specific historical events come up repeatedly in 
isolation methods misinterpreted. 

Now the overall situation in China is cause for 
optimism, although the Department of contention, but 
it is steadily improving the process. But anti-China 
activists fear chaos, fear China’s development, even 
grasp what is now, but also deliberately distorting the 
facts to find something to criticize. 

For example starve people problem, and stressed the 
Tiananmen massacre 89 years (and even then, one 
of the four gentlemen Hou Dejian democracy 
movement have come out to clarify the clearance time 
simply did not massacre), say that the Communist 
Party is still in the persecution of Christians (in fact, 90 
years later Communist Party and the central 
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government has not Christians as enemies, but in the 
gradual relaxation of controls on religion, Christianity 
is also trying to play an important role in national life, 
see Hu Wen’s public speech), and so on. 

They put something under specific historical 
circumstances in isolation, holding some of the 
opposition Communist Party, the Communist Party 
has been suppressed people, regardless of who they 
have any questions, put these people deemed to be 
“(anti-communist) righteous” For example at the 
beginning of the liberation of some people anarchist, 
liberal, religious extremism is as right-wing attack, it 
was deemed anti-China forces to seize the handle, 
these anarchists as Anti-Communist Martyrs everyone 
flattering, totally ignoring the situation, as well as the 
history of the United States that year also vigorously 
against anarchists. 

(9) one-sided war, argued that China should be 
disarmed. 

In fact, this is the greatest bitterness the American 
government from the Vietnam War, the Korean War to 
eat. If it is not too strong domestic opposition to the 
war, the Korean War if the United States to Van Fleet 
amount of ammunition to continue fighting at 
Ridgway’s leadership, is likely to rewrite history; the 
Vietnam War, but also because the American 
government can not stand the pressure of domestic 
opposition to the war, was forced to withdraw. 

However, the American government wisely found that 
one-sided anti-war forces, but it is a recipe for the 
collapse of the enemy’s will to resist. In fact, one- 
sided war was not the first of the American people, 
the famous cult of Jehovah’s Witnesses is strongly 
emphasized the one-sided war, they think all wars are 
bad, the enemy to fight over, and we can only fight, 
trampled upon. They not only they do not resist, but 
also find ways to obstruct other people’s resistance. 

Rapid fall of the former World War II Eastern Europe, 
and ultimately, the Jehovah’s Witnesses 
“contribution.” 

These “achievements” are still recorded in the Journal 
of the cult of the regular issue of “Watchtower.” So the 
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American government in 1990 Gulf War, the 2003 
Iraq war, have made great efforts to fight domestic 
anti-war activists (many were imprisoned, beaten, or 
even been forced publicly to admit the crime against 
the people). However, outside the United States, they 
are one-sided anti-war views vigorously and add 
“China threat theory” that China has nuclear 
weapons, advanced fighter ships that threaten peace 
in the region. Typical “Why, only allowed, not allowed 
to do anything.” 

(10) be renamed sneaky redirects activities 
As the People’s Liberation Army to the National 
People’s Army to the national army, the Great Hall to 
the National Assembly Church. 

By a variety of reasons, the capital was moved to his 
office, the leader of the founding fathers of the people 
what Memorial relocated somewhere. 

International Women’s Day / May Day / June 1 
International Children’s Day must be changed. 

So these are all hidden “color revolution” motives. 

Of course, more than just summed up Sino-US 
intelligence in the long struggle of some rules of 
thumb. After all seasoned experience in the United 
States, so a single aspect out of view, the problem is 
not great, there are other ways to explain. However, if 
a person can have many points above features, the 
possibility that he was a spy of the US anti-China 
forces is very big. 

Fourth, the network instigation / disinformation class 
spy performance 

Nowadays, the younger generation has become a 
major network of communication and access to 
information. Anti-China forces have long noted that 
the characteristics of the network, is very conducive to 
expand instigation / disinformation work, so as early 
as ten years ago, the popularity of the Internet just 
when they are in full swing in network deployment 
instigation and disinformation work. 

Specifically, the network is suitable for instigation / 
disinformation operation characteristics can be 
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summarized as follows: 



1 . The impact was great. 

Do not need to waste of money to organize a large 
event, no waste of money to go to television speech, 
just tap the keyboard and mouse, send articles in 
online forums, they can attract tens of thousands 
around the world eye. But also across borders to 
escape government control 

2. subtle. 

On the network, nobody knows you’re a dog. On the 
network as a pseudonym, who do not know who he 
really is. So this will give the instigation of those who 
spread rumors in order to avoid legal action 
convenience. 

3. Information difficile true. 

Because there is no master agency network in the 
world, but there is no censorship, true and false 
information cohabitation, something even more 
shocking, something more gimmicks, what would be 
more attractive to the eye, even if it is false news. 

4. control difficult. 

Information circulating on the network, it is difficult to 
be controlled. On the one hand, the Internet is now a 
very large flow to flow in such a large real-time search 
keywords among the already takes numerous 
computing power of supercomputers, and add a 
space as long as the sensitive keyword, you can 
easily escape inspection. Even supercomputers, but 
also a large number of encrypted voice and image 
information is difficult to achieve effective filtration 
screening. 

Spying on the network, due to the more subtle, but a 
single channel of information, it is easy to get a good 
disguise, more powerful. These spies are widely 
distributed in the Chinese domestic and foreign, have 
a grand scale, but also unknown. In the network there 
are so few active spy: 

1. spying on military intelligence spy 

Such spies active in the military and the national 
political class forum for the latest from friends there 
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taking military intelligence. Its modus operandi is: 

(1) intentionally slander belittle China’s military 
strength, drew back patriotic people. In this process, 
the spies would deliberately lure some top-secret 
intelligence sources patriotic. 

(2) deliberately say something false information, such 
as the designation troops, missiles, etc., caused some 
discontent intelligence really know these people, they 
like to express themselves knowledgeable, so the 
correct data to speak out. 

(3) to show their photographs collected some 
equipment to induce other users posted their own 
shooting equipment, barracks and other photos. 

Photo of a dock can analyze the approximate 
performance of China’s new-built warships, and 
whether Chinese built aircraft carrier in less than a 
decade to prepare a very important tactical and 
strategic information. 

2. blow people’s sense of security spy. 

Such spies are usually active in the forum, their 
common approach is to use a lot of specious things to 
attack the Chinese army and the government, its 
purpose is to make the people think that the Chinese 
military is very corrupt, technology is far less people, 
and therefore unable to defend the country . 

(1) distort history to deliberately belittle the Chinese 
army’s image, blow people’s trust in the military sense 
and pride. The most common examples such as deny 
the significance of the Chinese People’s Volunteers in 
the Korean War, the Korean War babbling was not 
better, and so on. 

(2) non-existent in some of the so-called “internal 
data” to prove China’s arms simply can not compete 
with US weapons, and advocated the United States 
on winning. 

(3) to expose the so-called “shady corruption within 
the army”, trying to make everyone believe that the 
Chinese military has been very corrupt, as the year of 
the Qing army, vulnerable. After the late 1990s, the 
army does not know that the big purge, greatly 
improving the combat corruption molecules are a lot 
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of internal processing, the military business problem 
has been greatly curbed. 

3. Yizhenyijia rumors to incite anti-government 
sentiment spy 

Such spy on ordinary activities and politics, power and 
other types of forums, mainly Yizhenyijia social events 
“insider”, inciting people to anti-government 
sentiment. 

Such a spy among the most hidden, because their 
performance and general dissatisfaction with the 
reality of angry youth and improve dissidents who are 
not easy to separate, and the information channels for 
a single (only through online statements). However, 
professional counterintelligence officers in the long- 
term monitoring, also found some evidence. While 
such a spy, even professional counterintelligence 
officers also need the means through professional 
Jizhen to final confirmation, we ordinary people more 
difficult to distinguish, but we can rely on some clues, 
there is a tendency to judge, not easy to confuse their 
words, but also keep a distance from these spy in real 
life. 

These spyware, which has a content of the speech 
[III. 2. (1), (2), (5), (7), (8), (9), (10)] characteristics. 

These remarks characteristics alone, is not enough to 
make us highly doubt that he is a spy. Specializing in 
espionage network instigation of sedition, as well as 
some other features. 

(1) IP / MAC addresses often change, but little change 
in the segment. 

Especially in China, spyware due to protect 
themselves on the Internet, can not easily be Jizhen 
means locked, and often transform Internet posting 
the computer being used. In public places, such as 
cafes, places like schools, is a good battle their 
activities. When combined with some hacking, even in 
such public places are tracked Jizhen sector, it is 
difficult to catch the man. Of course, in foreign 
countries, without fear of being monitored due to 
China’s security department (actually still there, but 
most people do not know it), have been using their 
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computers at home are also many. 

(2) pretentiously reported some popular social events 
“inside information”, exaggerating the government, 
police brutality, highlighting the petition, march, 
protesters were arrested, beaten and had their homes 
searched, was tortured and so the tragedy, prominent 
in China frightened of life. 

Social events for causes such complex background 
and history is only for a very brief introduction bias, 
never talked about the petition, parades, protesters 
own any drastic action, impropriety. Its contents half- 
truths. 

Spyware usually more professional, “Voice of 
America” strategy: 90% plus 10% of the truth lies. 

Because there is no possibility of the general public to 
detailed verification, so we listen to 90% of the truth, 
but also to put 1 0% of the lie listen. Some of the more 
explicit, the observers will be claiming “Human Rights 
Watch Association”, “Amnesty International” such, 
these organizations are apolitical civil society 
organizations on the surface, but to understand the 
history and international politics knows, these 
organizations are subject to United States 
government support and manipulate the pretext of 
human rights issues to attack hostile puppet 
organization. But because these organizations from 
their masters strong public opinion and political 
groups financial support to help them to confuse the 
fish in troubled waters, so these spies in some people 
dare to openly, even in China. 

(3) posting controversial large, often attracted many 
netizens debate with each other. 

And stick master (there may register another 
username) responses and guidance made, not to 
quell the controversy, to get a consensus, but is 
interested in the debate intensified to attract more 
eyeballs. Common approach is to make personal 
attacks, angered netizens dissenting; not a positive 
answer to question friends; playing word games, set a 
logical trap. Trained spies tend to have more 
professional skills sophistry, its logical flaw hidden, not 
systematically studied logic or studied in the debate, 
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easily fooled. 

(4) relatively junior spy tactics are often used to 
register a new user name ID in the forum, then made 
a few posts disappeared, thinking that it is not easy to 
track on. 

But specially trained spies often not easy to be friends 
with this see through the way they would patiently for 
a long period of time with a “prestige,” work, which 
uses several months or even years at a time forum 
with a fixed a fixed user name ID, to show a refined 
style, very calmly to participate in discussions, 
establish moral heights to win everyone’s love and 
support, and even become moderator. Then, 
gradually began to involve in the discussion of 
sensitive topics. This gradual transformation due to 
last very long, ordinary users can not easily be found. 

However, if a tune through the forum search function 
of their articles in one or two years or even longer in 
the summary, we can more clearly see the shift in 
people’s topics, arguments and attitudes. Especially in 
times of tension, this shift is particularly evident. 

Speaking in detail in the next point. 

Tension (5) situation when anti-spyware anti- 
communist rhetoric sudden and large increase. 

This is a very reasonable move, because whenever 
tensions (such as the Taiwan Strait, the East China 
Sea, South China Sea direction), the various aspects 
of information and ideas will be a significant increase 
in the degree of concern about the current situation of 
the people will be a substantial increase in these spy 
masters They will be asked to increase the instigation 
efforts (such as the recent Russian grid issues), 
creating more anti-communist rhetoric in order to 
“increase and spiritual factors communism 
mismatched” (former US Ambassador Stuart 
language), weakening the sea Chinese people both 
inside and outside of the Chinese government’s 
support and trust, took the opportunity to cultivate the 
fifth column, the possible arrival of intense political 
and military struggle for China to increase the 
likelihood of civil strife. If we find that the more 
moderate former friends in desperate when tensions 
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substantial increase in anti-communist rhetoric, even 
reviled by everyone expense, this violation of their 
routine, also in violation of generally conventional 
practice of people, showing him behind manipulator, 
but also a more obvious sign of espionage. 

Generally speaking, the current situation at the time of 
conversion, various espionage activities in general will 
increase, so the situation is likely to produce 
excessive use of certain intelligence agencies spy a 
line, and makes this line is exposed. States 
counterintelligence departments depending on the 
time of the investigation, a good time to close the net. 

In the last crisis in the Taiwan Strait, China has been 
uncovered NSA’s largest spy network in mainland 
China, Taiwan, once arrested more than 470 various 
types of spies, of whom 90% had never been to 
Taiwan and has never traveled outside the continent 
people. And in this investigation and arrest 
operations, network monitoring allegedly played an 
important role. 

(6) using the obvious marginalization of the American 
government to manipulate public policy style. 

This is a very powerful, very professional approach 
and not engage in the general intelligence is difficult 
to do, in addition to the United States rarely able to 
see this strategy as the emergence and development 
of this strategy, with the American culture and history 
closely related to the development. Therefore, if we 
can see people using this technique, most US 
intelligence agencies have received professional 
training spies. 

In fact, this approach speak up itself is not 
complicated, is unlikely to ignore the views of 
opponents, but with the mass of one’s own point of 
view to dilute the votes of views, making opponents 
views have been marginalized. Meanwhile, the 
transformation of different ways one’s own repeated 
claims makes it “a lie repeated a thousand times 
becomes the truth.” 

(7) dissenting generally only personal attacks, evaded 
views, arguments, and so itself. 
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This one is a secondary identification, because 
spyware is only discussed in the forum to promote 
their ideas, to attract the eye (CTR), an attempt to 
establish a personal profile, does not take into 
account the correctness of their views and arguments 
of rigor. On opposition by personal attacks, opponents 
portrayed the “bad guys”, is the most effective 
method. And this method often can lead to emotional 
rebound opponents, desperate to prove that they are 
not “bad guys”, so that more complex and intense 
debate, more attractive to the eye, but farther away 
from the discussion itself. 

Fifth, the name by faith, the line instigation of the real 
fake Christians Spy (omitted) 

Six, junior spy pull people first recognized occupation 
(omitted) 

Seven summary 

In fact, as the risk is relatively large instigation / 
disinformation type of work, national senior 
intelligence officers is not easy to do directly, they 
subverted Chinese people their lives, just to protect 
themselves. Foreign intelligence agencies do not take 
into account the life and death of Chinese espionage, 
to this “primary” training Chinese espionage is 
extremely limited, because the vast majority of 
Chinese people’s knowledge of intelligence work is 
almost zero, so the spy is usually no need for 
advanced training. 

In fact, the average person just seriously think about 
it, you can summarize some way to spy. Why? As the 
saying goes: “To catch a thief, we must first thief,” If 
we can put ourselves and think, if there is such a 
spying mission to we do, how we would hide our true 
intentions, we can find practical the means of 
espionage is not much use. Plus some intelligence 
agencies long-term summed up the law, each of us 
can have the basic ability to identify spies. 

Our grandparents fathers, after the founding of New 
China have received considerable military and 
intelligence training, has a basic knowledge of 
counterintelligence. The founding 30 years, most of 
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the spies are being discovered and reported to the 
people’s national security sector. Weak republic was 
able to walk safely sinister era that environment, 
people’s war intelligence front played a decisive role. 

Today, the intensity intelligence war ever, 
professionals in the national security sector alone, not 
exhaustive. Fortunately, we have no involvement in 
these struggles, though not necessarily kick out of 
these spies seized and turned over the security 
sector, but at least you can do your own remarks will 
not be fooled by these spies, they do not participate in 
anti-China action to go. 

China forces abandon its intention to die at any time 
in full swing in the planning and implementation of the 
“Chinese system of China” strategy (US CIA 
declassified documents and the RAND Corporation 
published strategies are clearly mentioned in the 
White Paper). To our motherland, for Chinese people 
around the world can not be bullied, for each of us 
and our family and friends a happy life, please be 
vigilant, stay away from spy. 

Signature 

Paper come Zhongjue must know this practice is 
essential 

Not for the clouds block our sight, to bring the soul 
grind frost! 

Reply 

mrkoot says: 

2014/11/04 at 10:26 

That translation is straight from Google 
Translate. 

Reply 
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